TBOM KO rjiazaMu
Xakepa

MM 5 COBETOB IJIsI pa3paboTUYMKOB




Disclaimer

1. Bcs nHdbopmauusa npegocTaBneHa B 06pa3oBaTesibHbIX LENsX.

2. ABTOp He HeceT OTBETCTBEHHOCTM 3a Jobble creunasnbHble, NpsMble,
KOCBEHHble, MO60YHble WNU CclyYyallHble Y6bITKM WAW Nnobble apyrue
yObITKW, BO3HUKLUME B pesynbTaTe WM B CBSI3U C WUCMONIb30BaHUEM

MHdOopMaLMN N3 3TOro Joknaaa.



Whoami

Kutlymurat Mambetniyazov (@manfromkz)
Cybersecurity expert at BTS Digital, OSCP, eWPTXv2, eCPTXv2

Research: CVE-2022-29938, CVE-2022-29939, CVE-2022-29940,
CVE-2021-34187, CVE-2020-29143, CVE-2020-29142, CVE-2020-29140,
CVE-2020-29139

Blog: https://murat.one
Channel: https://t.me/onebrick
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O ueM pgokJiiang?




#1_start. CexpeTHBble KITI0OUU

JSON Web Token (JWT) is a proposed Internet standard for creating data with
optional signature and/or optional encryption whose payload holds JSON that
asserts some number of claims. The tokens are signed either using a private
secret or a public/private key.

Mourpatb ¢ JWT MOXHO Ha https://jwt.io



https://jwt.io

[Ipumep JWT

eyJhbGciOiJIUzITNilsInR5cClelkpXVCJ9.eyJjb25mljoiQmVIVGVjaClsInNwZWFrZ
XIiOiJAbWFuZnJvbWti6liwiaXNfYWRtaW4iOjFo.

Mepsas yacTb => {"alg":"HS256","typ":"JWT"}

BTopas yacTtb => {"conf":"BeeTech",'speaker":"@manfromkz",'is_admin":1}

TpeTbs YacTb => cUrHaTypa TOKEHa Ha OCHOBE CEKPETHOro K/lto4ya

#1. JWT



GO g|e jwt java example spring boot X ) Q

Q bBapnbifbl  [] BenHe [ Cypert : backa Kypangap

LLlamameH 753 000 HaTuxe (0,65 cekyHA)

javainuse.com
https://www.javainuse.com » spring ¥ Ocbl 6eTTi aygap

Spring Boot Security + JWT Hello World Example - JavalnUse

In this tutorial we will be developing a Spring Boot Application to secure a REST API wiht
JSON Web Token (JWT). We will be generating a JWT and allowing ...
Spring Boot + JWT + MYSQL... - RestTemplate - Online Berypt Generator

Backa agampaapablH i3geuTiHaepi:
spring security jwt token example jwt authentication spring boot
spring-security-jwt spring boot 2 generate jwt token java example

how to validate jwt token in spring boot jwt token spring boot microservices example

#1. JWT. ITouck rpuMepa peanusanuu B Google




& javainuse.com/spring/boot-jwt
Java v Spring ~ Angular ~ Full Stack ~ Apache Camel ~ Cloud Frameworks ~ Messaging~ Drools ~ Searcl

Webseries Crypto Tools Azure Certifications ~ Online Certifications

e Define the application.properties. As see in
The secret
key is combined with the header and the payload to create a unique hash. We

are only able to verify this hash if you have the secret key.

jwt.secret=javainuse -

e JwtTokenUtil

#1. JWT. [IepBelM TyTOpHMan us Google



GO gIe "jwt.secret=javainuse” X e Q

Q Bapnbifbl  [3] BeriHe [ Cyper Q) Kapra : backa Kypangap

LLlamameH 163 HaTuxe (0,30 cekyHa)

#1. JWT. ITouck cekpeta B Google



= @ github.com/Olhalozinska/IQproject/blob/master/src/main/reso

¥ master v~ IQproject / src / main / resources / application.properties

OlhaLozinska Added spring security (with JWT) Latest co

A 1 contributor

13 lines (9 sloc) 493 Bytes

URCE (DataSourceAutoConfiguration & DataSourceProperties)
spring.datasource.url=jdbc:postgresql://localhost:5432/IQdatabace
spring.datasource.username= postgres

spring.datasource.password=root

# The SQL dialect makes Hibernate generate better SQL for the chosen database

spring.jpa.properties.hibernate.dialect = org.hibernate.dialect.PostgresQLDialect

# Hibernate ddl auto (create, create-drop, validate, update)

=] y

spring.jpa.hibernate.ddl-auto = update

jwt.secret=javainuse 4——’

#1. JWT. CekpeT UCIIONIb3yeTCH B perno3uTopusix Ha Github




CJyioBaphb CEKpPETOB

The goal for this project was to find as many public-available JWT secrets as possible to help developers and
DevOpses identify it by traffic analysis at the Wallarm NGWAF level.

For now (10/02/2020) the list consists of 3502
We focused on Google search and GitHub dorks by using mainly two query patterns:

1. jwt example +TECHNOLOGY where the TECHNOLOGY is the language itself like PHP, Ruby, Rails, or framework like
ExpressJS, Struts of Flask.

2. Google BigQuery search based on 3M GitHub projects

https://github.com/wallarm/jwt-secrets

#1. JWT. CrmoBapb CeKpeToB


https://github.com/wallarm/jwt-secrets

XY7kmzoNz1100

Xyz123

xz? fd-BE\#:K/+Fb[b7DQ’'gPhWWAfU! 7Hk$G7+7eX$EWK _N-r

xz? fd-BE\\#:K/+Fb[b7DQ' gPhWWAfU! 7Hk$G7+7eX$EWK_N-r
YA$B,FVseZ~d, +mrP, #@DM4 : U~BU6 . =m9QDD+. U\ 'yL"bp-hTS#H+T ; UR (+<xS%Hh
yours3cr3il<ey

Y2InZKhVNuxi7HXsA2Bq1nCDgWQ9XLQH
y4bqQ3ehGtbasWtNyObSiowxrreffavH

y50Er+Hcmnjjflsou4vofw==

yarimasune

yassine
yDzK7Cp1RhrL7AwiparOmDbcd9jtH3cLGIypRUUrwagibvc42kmBe6rFiBmzz0J5
yeiyeiyeiyeiyeiyeiyeiyeiyeiyeiyeil

yetgTXUzFG3sLVviN

yeWAgVDfb$ ! MFn@MCIVN7ugkznHbDLR#

#1. JWT. CrmoBapb CeKpeToB




[TpuMepnl ¢ Hackerone

Mail.ru - https://hackerone.com/reports/896649

Trint - https://hackerone.com/reports/638635

#1. JWT. OuimbaroTcs maxke paspaboTUMKU KPYIIHBIX KOMIIaHUN


https://hackerone.com/reports/896649
https://hackerone.com/reports/638635

#1_end. BeiBox

e CeKpeTHbI KoY He CEKPETHbIN, eC/N €ero 3HaeT BECb UHTEPHET.
e Ha kaxayto cpefly AO/KEH 6bITb CBOWM CEKPETHbIN Kitod (dev, stage, prod).




#2_beqgin. KogoreHepanus

CRUD (Create, Read, Update, Delete) - 06begmMHeHHOe Ha3BaHWE HECKOIbKUX
ornepaumun paboTbl Haj AaHHbIMMW.

%" Showing rows 0 - 4 (5 total, Query took 0.0004 seconds.)
SELECT FROM “user

Profiling [Edit inline

Number of rows: |50 v Filter rows: | £ ‘ Sort by key: | None

+ Options

fullname department_id is_active email phone password
ono [enapTameHT AKTHBUPOBAH Moyta TenedoH

admin yes admin JLL $2y$108BohLyd
admin4 yes admind admind $2y$10$phzxOd

admin5 yes admin5 admin5




[IpuMep reHepanuu koga B Y112

$query->andFilterWhere(['like', 'fullname', $this->fullname])
->andFilterWhere(['like', 'is_active',6 $this->is_active])
->andFilterWhere(['like', 'email', $this->emaill)
->andFilterWhere(['like', 'phone', $this->phone])
->andFilterWhere(['like', 'password',6 $this->password]);

https://testsite.kz/users/index?UsersSearch[PARAM]|=VALUE

#2. KogoreHepanmus



C @ testsitekz/users/index?UsersSearch[name]=admin

= Apps @

NitroTest
[maBHas [Monb3oBaTenu

[Tonb3oBaTenu

Showing 1-1 of 1 item.

# MouTa

1 admin

#2. KogporeHepanusd. ®unbTpainmus no mMeHu UserSearch[name]=admin



o C @ testsitekz/users/index?UsersSearch[password]=$2y$10$Bo

= Apps @

NitroTest

[maBHas [Monb3oBarenu

[Tonb3oBaTenu

Showing 1-1 of 1 item.

# Mouta

1 admin

#2. Koporenepanusa. dunbTpanms mo mapoimo UserSearch[password]=$2ysS...



#2_end. BeiBon

MoJenun noncka Hy>KHO peflakTMpoBaTb CaMOCTONATENbHO, Youpasa n3 dunbTpoBs
napameTpbl YyBCTBUTENbHbIX Aa@HHbIX, 0OCOBEHHO €C/IN NX NMOUCK He TpebyeTcs




#3_begin. SQL-MHBEKIIUNA

SQL-uHbeKuua - 3T0 TEeXHWKa, NPU KOTOPOW 3/10YMbIWIEHHUK WUCMOMb3yeT
HeAOCTaTKN B KOAE NPUIOXKEHUS, OTBEYaroLW,Eero 3a NOCTPOEHME ANHAMUNYECKUX
SQL-3anpocos.

[puMep ys3BUMMOro Kofa:

results, err := db.Query("SELECT title FROM news WHERE id =" + id)



https://localhost/news?1d=1

results, err := db.Query("SELECT title FROM news WHERE id =" + id)

=>

SELECT title FROM news WHERE id = 1

< &, & localhost/news?id=1

Test news

#3. SQL-mHBekIIMn. YTO 3TO TaKoe?



https://localhost/news?1d=1+and+1=0

results, err := db.Query("SELECT title FROM news WHERE id =" + id)

=>

SELECT title FROM news WHEREid=1Tand1=0

C @ localhost/news?id=1+and+1=0

#3. SQL-mHBekIIMn. YTO 3TO TaKoe?



https://localhost/news?1d=-1+union+select+
username+from+users+where+id=1
results, err := db.Query("SELECT title FROM news WHERE id =" + id)

SELECT title FROM news WHERE id = -1 UNION SELECT username FROM users
WHERE id = 1

& & & localhost/news?id=-1+union+select+username+from+users+where+id=1

admin

#3. SQL-mHBekIIMn. YTO 3TO TaKoe?



https://localhost/news?1d=-1+union+select+
password+from+users+where+id=1
results, err := db.Query("SELECT title FROM news WHERE id =" + id)

SELECT title FROM news WHERE id = -1 UNION SELECT password FROM users
WHERE id = 1

< C @ localhost/news?id=-1+union+select+password+from+users+where+id=1

el10adc3949baS9abbe56e057120f883¢e

#3. SQL-mHBekIIMn. YTO 3TO TaKoe?



[loueMy 3TO aKTyalIbHO?

Camble TonoBble SQL-uHbekuumn (261 wt.) c Hackerone:
https://qgithub.com/reddelexc/hackerone-reports/blob/master/tops_by bug_type
/TOPSQLI.md

HenonHbii cnUcoK KOMMaHWi, y KOTopbix Hawnu SQLi:

Starbucks, Razer, Mail.ru, QIWI, Acronis, Zomato, Uber,
OLX, GitLab, IBM, ...

#3. SQL-uHBEKIIUN


https://github.com/reddelexc/hackerone-reports/blob/master/tops_by_bug_type/TOPSQLI.md
https://github.com/reddelexc/hackerone-reports/blob/master/tops_by_bug_type/TOPSQLI.md

. SQL Injection Extracts Starbucks Enterprise Accounting, Financial, Payroll Database to Starbucks - 739 upvotes, $4000

. SQL injection in https://labs.data.gov/dashboard/datagov/csv_to_json via User-agent to GSA Bounty - 666 upvotes, $2000
. Time-Based SQL injection at city-mobil.ru to Mail.ru - 622 upvotes, $15000 <=

. SQL injection at https://sea-web.gold.razer.com/ajax-get-status.php via txid parameter to Razer - 580 upvotes, $2000

. SQL Injection in https://api-my.pay.razer.com/inviteFriend/getinviteHistoryLog to Razer - 528 upvotes, $2000

. SQL injection on contactws.contact-sys.com in TScenObject action ScenObjects leads to remote code execution to QIWI -
$5500

. Blind SQL Injection to InnoGames - 432 upvotes, $2000

. SQL injection at fleet.city-mobil.ru to Mail.ru - 369 upvotes, $10000 ——

. SQL Injection in report_xml.php through countryFilter[] parameter to Valve - 347 upvotes, $25000 <——
. [windows10.hi-tech.mail.ru] Blind SQL Injection to Mail.ru - 327 upvotes, $5000

. SQL Injection on cookie parameter to MTN Group - 300 upvotes, $0

#3. SQL-MHBeKMMU. HeCKONIbKO IIPUMEPOB U3 IIPAKTUKU TUTAaHTOB



['yri1 He B IOMOLIbB

[lepBoe, YTO AenatoT Beb-pa3paboTUmnKu, n3yvyast KakOmn-mmobo A3bIK, ULLYT B
Google “kak HanucaTb perncTpaumio u aBTopmnsannio Ha sisbike X"

Kak cgenarb aBTopu3sauuto Ha PHP? Muwem aBToprsayuio nonb3oBarens

#3. SQL-mHBeKIIMYU. He Bepb TyTOPHaJIaM



A Tenepb pacCMOTpPUM Bce QYHKLWUY, Bbi3biBaeMble B Kojie. BoT GpyHKUUS BXxoAa Ha CalT:

function enter ()

{
Serror = array();
if (S_POST['login'] != "" && $_POST['password'] != "")

$login = $_POST['login'];
Spassword = $_POST[ 'password’'];
Srez = mysql_query("SELECT * FROM users WHERE login=$8login");

if (mysql_num_rows(Srez) == 1)

Srow = mysql_fetch_assoc(Srez);

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja



A Tenepb pacCMOTPUM Bce QYHKLWUW, Bbi3biBaeMble B Kojle. BoT GpyHKUUS BXoAa Ha CalT:

function enter ()

{
Serror = array();
if (S_POST['login'] != "" && $_POST['password'] != "")

$login = $_POST['login'];
Spassword = $_POST| 'password’'];

Srez = mysql_query("SELECT * FROM users WHERE login=$login");
if (mysql_num_rows(Srez) == 1)

Srow = mysql_fetch_assoc(Srez);

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja



<?php
if (isset($_POST['login'])) { $login = $_POST['login']; if ($login == '') { unset($login);} } //3aHoCUM BBEfEHHLIN
if (isset($_POST['password'])) { $password=$_POST[ 'password']; if ($password =='") { unset($password);} }
//3aHOCUM BBEAEHHHIW MONbL30BaTENeM Naponb B nNepeMeHHyk $password, ecnu OH NYCTOW, TO YHWUTOXaeM NepeMeHHYIo
(empty($login) or empty($password)) //ecnu nonb3oBaTeNlb He BBEN JIOFTWH WAW Maponb, TO BblgaeMm OwubKYy W ocTaHaBnuBaem

exit ("Bol BBeNW He BCKW WHGOpPMaLMW0, BEepHUTECL Has3aj W 3anonHuTe Bce nona!");
}
//ecnu NoruH W naponb BBeAeHu, TO obpabatwiBaem ux, uUToObl TeruM U CKpUNTel He paboTanu, Mano AU 4YTO NWAW MOryT BBECTH
$login = stripslashes($login);
$login htmlspecialchars($login);
$password = stripslashes($password);
$password = htmlspecialchars($password);
//ypanfaem nuwHue npobdens
$login = trim($login);
$password = trim($password);
// nogknwuyaemca kK bDaze
include ("bd.php");// ¢ain bd.php gonxeH ObTb B TOM Xe nanke, UTO WU BCe OCTanbHbe, €CAW 3TO He TaK, TO MPOCTO WM3Me
// NpoBepKa Ha CyuecTBOBaHWE MNONb30BaTE/IA C TaKUM Xe N0rvHOM
$result = mysql_query("SELECT id FROM users WHERE login='$login'", $db);

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja




<?php
if (isset($_POST['login'])) { $login = $_POST['login']; if ($login == '') { unset($login);} } //3aHoCUM BBEfEHHLIN
if (isset($_POST['password'])) { $password=$_POST[ 'password']; if ($password =='") { unset($password);} }
//3aHOCUM BBEAEHHHIW MONbL30BaTENeM Naponb B nNepeMeHHyk $password, ecnu OH NYCTOW, TO YHWUTOXaeM NepeMeHHYIo
(empty($login) or empty($password)) //ecnu nonb3oBaTeNlb He BBEN JIOFTWH WAW Maponb, TO BblgaeMm OwubKYy W ocTaHaBnuBaem

exit ("Bol BBeNW He BCKW WHGOpPMaLMW0, BEepHUTECL Has3aj W 3anonHuTe Bce nona!");

}

//ecnu NoruH W naponb BBeAeHu, TO obpabartuiBaeMm ux, 4ToOb TerM U CKpWNTel He paboTanw, Mano AW 4YTO NWAW MOTYT BBECTH

$login = stripslashes($login);

$login htmlspecialchars($login);
$password = stripslashes($password); <

$password = htmlspecialchars($password);
//ypanfaem nuwHue npobdens

$login = trim($login);

$password = trim($password);
// nogknwuyaemca kK bDaze

include ("bd.php");// ¢ain bd.php gonxeH ObTb B TOW Xe nanke, € OCTanbHble, ecnu 3TO He TakK, TO MPOCTO WM3Me
// nNpoBepKa Ha CyuwecTBOBaHWE MNOMb30BaTENA C TaKWUM Xe 0rvuHOM

$result = mysql_query("SELECT id FROM users WHERE login='$login'", $db);

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja




I npoeepaem, He CylecTyeT /I N0Nb30BaTeNA C TakuM UMeHeM
$query = mysqli_query($link, "SELECT user_id FROM users WHERE user_login='".mysqli_real_escape_string($link,
if(mysqli_num_rows($query) > 0)

{

n

$err[] = "Nonb3oBaTenb C TakKWM NIOTMHOM Yyxe cyuwecTeByeT B 0Oa3e gaHHbX";

If Ecnn HeT owmbok, To gobasnsem B B/l HOBOrO Nonb30BaTENA
if(count(Serr) == 0)

$login = $_POST['login'];

il Yoepaem nuwxne npobensi U fenaem AB0HHOe XelunpoBaHue
$password = md5(md5(trim($_POST[ 'password'])));

mysqli_query($link, "INSERT INTO users SET user_login="".$login."', user_password="".$password."'");
header("Location: login.php"); exit();

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja




I npoeepAemM, He CylecTyeT /i NONb30BaTeNA C TakuM UMEeHeM
$query = mysqli_query($link, "SELECT user_id FROM users WHERE user_login='".mysqli_real_escape_string($link,

if(mysqli_num_rows($query) > 0) /

{

$err[] = "MNonb3oBaTenb C TakWM NOTrMHOM Yyxe cywecTeByeT B 0a3e gaHHuX";

I Ecnw HeT owmbok, To gobasnsem 8 B[] HOBOrO NonbL30BaTENA
if(count($err) == @)

Slogin = $_pOST['10gln'];

il YBepaem nuwxne npobensi U Jenaem AB0AHOE XelNpoBaHHe
$password = md5(md5(trim($_POST[ 'password'])));

mysqli_query($link, "INSERT INTO users SET user_login="".$login."', user_password="".$password."'");
header("Location: login.php"); exit();

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja




// npoBepsAeM, He CyLEeCcTyeT M NONb30BATENA C TaKUM UMEHEM
$query = mysqli_query($link, "SELECT user_id FROM users WHERE user_login='".mysqli_real_escape_string($1link,
if(mysqli_num_rows($query) > 0)

{

$err[] = "MNonb3oBaTenb C TakWM NOTMHOM Yyxe cywecTByeT B 0Oa3e gaHHuX";

/f Ecnw HeT owmbok, To gobasnsem B B/l HOBOTO NonbL30BaTENA
if(count(Serr) == 0)

$login = $_POST['login']; 4

il YBepaem nuwxne npobensi U fenaem AB0HHOE XelnpoBaHue
$password = md5(md5(trim($_POST[ 'password'])));

mysqli_query($link, "INSERT INTO users SET user_login="".$login."', user_password="".$password."'");
header("Location: login.php"); exit();

#3. SQL-mubekiiuu. He Bepb TyTOpManam. [IpumMep ysa3BMMOI'0 Kofja




[IpoMeXyTOUYHBIN BBIBOJ

e TyTOopuManbl He Bcerga coep)kat 6e3omnacHbI Koj,

#3. SQL-uHBeK1IMU. He Bepb TyTOpManiam



Chlpble 3aIIpOCH]

Y MHormnx 6bina cutyaums, korga SQL-3anpoc o4eHb rpOMO3AKNI, U €ro OYEHb
cnoXHo (neHb) NucaTb Yepe3s ORM dpeiimBopKa.

3anpoc:

SELECT 'id’, 'email’ FROM ‘user WHERE ‘last_name™ = ‘Smith’ LIMIT 10
ORM:

Srows = (new \yii\db\Query()) ->select(['id', 'email) ->from(user’)

->where(['last_name' => 'Smith’) ->limit(10) ->all();

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]



Chlpble 3aIIpOCH]

Y MHormnx 6bina cutyaums, korga SQL-3anpoc o4eHb rpOMO3AKNI, U €ro OYEHb
cnoXHo (neHb) NucaTb Yepe3s ORM dpeiimBopKa.

3anpoc:

SELECT 'id’, 'email’ FROM ‘user’ WHERE ‘last_name™ = ‘Smith’ LIMIT 10
ORM:

Srows = (new \yii\db\Query()) ->select(['id', 'email) ->from(user’)

->where(['last_name' => 'Smith’) ->limit(10) ->all();

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]



Chlpble 3aIIpOCH]

Y MHormnx 6bina cutyaums, korga SQL-3anpoc o4eHb rpOMO3AKNI, U €ro OYEHb
cnoXHo (neHb) NucaTb Yepe3s ORM dpeiimBopKa.

3anpoc:

SELECT 'id’, 'email’ FROM ‘user WHERE ‘last_name™ = ‘Smith’ LIMIT 10
ORM:

Srows = (new \yii\db\Query()) ->select(['id’, 'email’]) ->from('user’)

->where(['last_name' => 'Smith’) ->limit(10) ->all();

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]



[TpumMmep ¢ OpenEMR (CVE-2020-29142)

®yHkuuma add_escape_custom().

function add ¢

{

$s = mysqli_real_escape_string(SGLOBALS['dbh'],
return 3$s;

PaspaboTumkn OpenEMR ncnonb3ytoT 3Ty GyHKUMIO A5 06e30nacbiBaHMS
cBoux SQL-3anpocos.

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]


https://github.com/openemr/openemr/blob/master/library/formdata.inc.php#L22

mysql*_real_escape_string()

LinTaTta:

Characters encoded are NUL (ASCII 0), \n, \r, \, ’, ", and Control-Z.

N3 poKyMeHTauuu:

https://www.php.net/manual/en/mysali.real-escape-string.php

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]


https://www.php.net/manual/en/mysqli.real-escape-string.php

HemrpaBuUIIbHOE UCIIONIb30BaHMe

Sq =‘SELECT a, b FROM rec WHERE id = * . add_escape_custom(S_GET['id"]);

SELECT a, b FROM recs WHERE id = -1 union select password, ip from users limit
0,1

BepHeT naponv nonb3oBaTesien.

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]



[IpaBUIJIbBHOE UCIIONIb30BaHUE

Sq =‘SELECT a, b FROM rec WHERE id= " ‘. add_escape_custom(S_GET[idT]) . “ "
SELECT a, b FROM records WHERE id = “-1 union select password, ip from users
limit 0,1”

BepHeT nycTtomn pesynbrar.

#3. SQL-mHBeKIIMM. Chlphle 3alIPOCH]



3amMmeTKa 110 GORM

id := c.Query("id")
dbms.First(&user, id) // HenpaBUAbHO

dbms.First(&user, "id = ?", id) // npaBunbHO

Cnoco6 nHbekumm: http://host/user?id=id=1)) or 1=1--

O6cyxaenune: https://github.com/go-gorm/gorm/issues/2517

#3. SQL-nuBeKIMHU. Golang


https://github.com/go-gorm/gorm/issues/2517

3amMmeTKa 110 GORM

PHP Yii2: User:findOne(Sid);
PHP Laravel: Category::find(Sid);

PHP Custom: User->first(Semail);

#3. SQL-maBeKINNU. Golang. [locnnenctBusa npuBbIUKKY 13 PHP



#3_end. BriBoz

e B gokymeHTauumu Ha opuumnanbHom cante PHP HeT npumepoB no
NpaBWUIbHOMY 1 HENPaBWUIbHOMY UCMNOMb30BaHUIO GYHKLUNK, TaK Kak
cuuTaeTcs, YTo PpyHKumMa mysql*_real_escape_string() gomkHa
MCNONb30BaTbCS TONMbKO AJ18 CTPOK.

e Bceraa Hy)eH AONOSIHUTESIbHbIN pecepy U TECT NO UCMOJIb3YEMbIM

DYHKLUUSAM.




#4_begin. PUNBTPEL

Golang - https://pkg.go.dev/net/mail#ParseAddress

PHP - https://www.php.net/manual/en/filter.filters.validate.php

Python - https://docs.python.org/3/library/email.utils.html#email.utils.parseaddr

Wikipedia - https://en.wikipedia.org/wiki/Email_address

RFC - https://rfc-editor.org/rfc/rfc5322.html



https://pkg.go.dev/net/mail#ParseAddress
https://www.php.net/manual/en/filter.filters.validate.php
https://docs.python.org/3/library/email.utils.html#email.utils.parseaddr
https://en.wikipedia.org/wiki/Email_address
https://rfc-editor.org/rfc/rfc5322.html

example-indeed@strange-example.com

test/test@test.com (slashes are a printable character, and allowed)
admin@mailserverl (local domain name with no TLD, although ICANN highly discourag
example@s.example (see the List of Internet top-level domains)

" "@example.org (space between the quotes)

"john. .doe"@example.org (quoted double dot)

mailhost!username@example.org (bangified host route used for uucp mailers)
"very.(),:;<>[]\".VERY.\"very@\\ \"very\".unusual"@strange.example.com
sign, the first one being double quoted)

user%example.com@example.org (% escaped mail route to user@example.com via ex
user-@example.org (local part ending with non-alphanumeric character from the list of
postmaster@[123.123.123.123] (IP addresses are allowed instead of domg/
postmaster@[IPv6:2001:0db8:85a3:0000:0000:8a2e:0370:7334] (IPv6 Ut

#4. dunbTphl. BanugHble e-mail



test@murat.one =

test+test1@murat.one
test+gqwe@murat.one
test+sdfgdfghdfg@murat.one

test+anything@murat.one

T

Ter/Karteropua nucbma

#4. dunbTphl. BanugHble e-mail



package main

import (
"fmt"
"log"
"net/mail"

func main() {
e, err := mail.ParseAddress("test@murat.one")
if err != nil {
log.Fatal(err)
}

fmt.Println(e.Name, e.AddressN

#4. dunsTphl. CTaHgapTHBEIM (UIBTP Golang



Golang

test@murat.one
test+test@murat.one
test{{7*7}}test@murat.one

te'+union+select+1--+g't@murat.one

#4. dunbTpel. CTaHgapTHEIM QUIBTP Golang



Python

1 from email.utils import parseaddr

2 print(parseaddr(’'test@murat.one’))

("', 'test@murat.one’)

#4. dunsTpbl. CTaHgAapTHBIY QUIBTP Python



from email.utils import parseaddr
print(parseaddr('test@murat.one’'))
print(parseaddr('tes"<svg/onload=alert(1)>"t@murat.one"'))
print(parseaddr('tes"+union+select+1,2,3--+d"t@murat.one"'))
print(parseaddr('test{{7*7}}test@murat.one'))

‘test@murat.one’)
'tes"<svg/onload=alert(1)>"t@murat.one")
'tes"+union+select+1,2,3--+d"t@murat.one')
"test{{7*7}}test@murat.one’)

#4. dunsTpbl. CTaHgAapTHBIY QUIBTP Python



Croprpus oT Gmail

Dots don't matter in Gmail addresses

If someone accidentally adds dots to your address when emailing you, you'll still get that email.
For example, if your email is johnsmith@gmail.com, you own all dotted versions of your
address:

- john.smith@gmail.com
+ jo.hn.sm.ith@gmail.com

» j.0.h.n.s.m.i.t.h@gmail.com

Note: If you use Gmail through work, school, or other organization (like yourdomain.com or
yourschool.edu), dots do change your address. To change the dots in your username, contact
your admin.

#4. dunpTpbl. OCO6EHHOCTH IIOUYTOBBIX CEPBEPOB



#4_end. BriBog

e [lna e-mail nydywe wucnonb3oBaTb (PUAbTPbl C 6eNbIM OrpaHUYEHHbIM
CMUCKOM CMMBOJIOB

e J[loKyMeHTaumMm OCTaBNAKT ccbiiKy Ha RFC cTaHaapT, KOTOpbIN HUKTO
ynTaTb He 6yaeT, BMECTO TOro, YTOObl HanpsMyto NMcaTb O pUCKax




#5_beqgin. OTnagka

PHP - https:/www.php.net/manual/en/function.phpinfo.php

Django DEBUG=true -
https://docs.djangoproject.com/en/4.1/ref/settings/#debug



https://www.php.net/manual/en/function.phpinfo.php
https://docs.djangoproject.com/en/4.1/ref/settings/#debug

PHP

<?php phpinfo(); 7>

[lo3BonsaeT BpeMeHHO 3arpyxatb pannbl B nanky %TMP%
[lo3BonsgeT cCMOTPETb 3aluLEHHble cookies

BblgaeT MHPOpMaUUIO Mo YyCTaHOBMIEHHbIMK MoaynsMm n OC
Bbigaet HacToawmm IP-agpec cepepa

#5. OTnagka. KoBapunbiu phpinfo()



POST /phpinfo.php HTTP/1.0

Content-Type: multipart/form-data; boundary=

7db268605ae
Content-Length: 196

T7db268605ae

Content-Disposition: form-data; name="dummyname";

Content-Type: text/plain

Security Test

T7db268605ae

filename="test.txt"

PHP Variables

Variable

_FILES["dummyname"]

Array

(

[name] == test txt
[type] == text/plain
[tmp_name] => Amp/phpjcmFa3
[error] == 0

[size] == 13

#5. OTnagka. KoBapunbiu phpinfo()




Django debug

Page not found (o04)

Request Method: GET

Request URL: ht gt SO

Using the URLconf defined in md1_reports.urls, Django tried these URL patterns, in this order:
1. "api/1l/

2. “api/l/

3. “api/l/

4. "“admin/

5. “version/$
6. “api/l/

7. “docs/

The empty path didn't match any of these.

You're seeing this error because you have DEBUG = True in your Django settings file. Change that to False, and Django will display a standard 404 page.

#5. OTinagka. Django




Django debug + Sentry = hack

SENTRY_OPTIONS {'cache.backend': 'sentry.cache.redis.RedisCache’',
‘cache.options': {},
‘redis.options': {'hosts': {0: {'host': '127.0.0.1°,
'password': 'g7dRAO6BjTXMtP3iXGJjrSkz2
‘port': 6379}}},
'system.databases’: {'default': {'ATOMIC REQUESTS': False,
'"AUTOCOMMIT': True,
"CONN_MAX AGE': ©,
'"ENGINE': 'sentry.db.postgres',
'HOST': 'localhost’,
'NAME': 'sentry’,
'"OPTIONS': {},
'PASS\VORD': U"'Att‘tb‘d--&t‘i:nnt"I
YEORT 20
'TEST_CHARSET': None,
'TEST_COLLATION': None,
'TEST MIRROR': None,
'"TEST_NAME': None,
'TIME_ZONE': 'UTC',
'USER': 'sentry'}},
'system.debug': True,
‘system.secret-key': 'c7f3ab64aal84b7cbbla7cbe9cd544913'}

#5. OTinagka. Django




Django debug + Sentry = hack

e [lonyyeHHbI CEKPEeTHbIN KoY MNO3BONSET nognucaTtb cookies, B TOM
yucne ¢ BpeZloHOCHbIM cepuanuaoBaHHbIM 06bekToM (PickleSerializer)

e B cepuannsoBaHHbI 06bEKT MOXXHO 3anucaTb SIH06YI0 KOMaHAy, Hanpumep
os.system("cat /etc/passwd")

e XaKkep 3apaboTan 3a TaKylo Haxofgky Ha cepBepax Facebook 5000S -
https://blog.scrt.ch/2018/08/24/remote-code-execution-on-a-facebook-serv
er/

#5. OTinagka. Django


https://blog.scrt.ch/2018/08/24/remote-code-execution-on-a-facebook-server/
https://blog.scrt.ch/2018/08/24/remote-code-execution-on-a-facebook-server/

#5_end. BeiBoabl

OTKNOYaeM peXXnm oTnagku Bese, ecnm a1o He dev-cpega




UcCcTOUHUKU

https://murat.one/?p=41

https://murat.one/?p=90

https://en.wikipedia.org/wiki/JSON_Web_Token

https://support.google.com/mail/answer/7436150
https://insomniasec.com/downloads/publications/LF1%20With%20PHPInfo%20Assistance.pdf
https://medium.com/@syedabuthahir/django-debug-mode-to-rce-in-microsoft-acquisition-189d27d08971
https://spy-soft.net/django-website-hack/

https://www.php.net/manual/ru/security.database.sql-injection.php



Criacu60 3a BHUMaHue!




