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Whoami

• Murat (@manfromkz)

• Master of Computer Science

• OSCP, eWPTXv2

• Security expert at NitroTeam

• Blog – https://murat.one

• CVE-2020-29143, CVE-2020-29142, CVE-2020-29140, CVE-2020-
29139, CVE-2021-34187

https://murat.one/


Typo generator

https://www.internetmarketingninjas.com/tools/free-tools/online-
keyword-typo-generator/

https://www.internetmarketingninjas.com/tools/free-tools/online-keyword-typo-generator/


Bulk domain checker

https://ru.godaddy.com/domains/bulk-domain-search

https://www.namecheap.com/domains/bulk-domain-search/

https://www.name.com/names

https://ru.godaddy.com/domains/bulk-domain-search
https://www.namecheap.com/domains/bulk-domain-search/
https://www.name.com/names


Results for outlook.com



Results for rambler.ru









Catch-all address

• https://support.google.com/a/answer/2685650

• nonexistent1@yourdomain.ltd => catcher@yourdomain.ltd

• nonexistent2@yourdomain.ltd => catcher@yourdomain.ltd

• dsfghkjergkwergdhfgsdf@yourdomain.ltd => catcher@yourdomain.ltd

https://support.google.com/a/answer/2685650


Final results

• Catch-all address was active for 6 months

• Catched 6000+ messages



















Questions?



Thank you for your attention!


