HETAPTETUPOBAHHbIV
OULLMHT

@manfromkz



Whoami

* Murat (@manfromkz)
e Master of Computer Science

* OSCP, eWPTXv2
* Security expert at NitroTeam

* Blog — https://murat.one

* CVE-2020-29143, CVE-2020-29142, CVE-2020-29140, CVE-2020-
29139, CVE-2021-34187



https://murat.one/

Typo generator

https://www.internetmarketingninjas.com/tools/free-tools/online-
keyword-typo-generator/

Results for: outlook.com

Mistyped Keywords

uotlook.com
outlok.com
jutlook.com
lutlook.com
putlook.com
oitlook.com
oytlook.com



https://www.internetmarketingninjas.com/tools/free-tools/online-keyword-typo-generator/

Bulk domain checker

https://ru.eodaddy.com/domains/bulk-domain-search

https://www.namecheap.com/domains/bulk-domain-search/

https://www.name.com/names



https://ru.godaddy.com/domains/bulk-domain-search
https://www.namecheap.com/domains/bulk-domain-search/
https://www.name.com/names

Results for outlook.com

3 24 nomeHa (-0B) OOCTYNEH (OOCTYMHbI)

AyKUWOHBI (9) HepnocTynHble (12) lT COpTHpOBaTb no .i. 3KCI10pT

BbibpaTtb BCe No3nuun Ha cTpaHuue (3)

lutlook.com 49.855,07 .; outmook.com 49.855,07 P h

outlopk.com 1449275



Results for rambler.ru

BbibpaTtb BCce no3numn Ha ctpaHuue (7)

rzmbler.ru

rakbler.ru

ramgler.ru

rambleg.ru

449,00 P

449,00 P

449,00 P

449,00 P

T

T

T

T

rgmbler.ru

rajbler.ru

rambmer.ru

449,008 I
449,00p I

449,00p I



Go gle "@outmook.com” X

hitps://twitter.com > ... ¥ Ocbl BeTTi aygap

Tala14241425@outmook.com (@ Tala142414250u1) | A& - Twitter
(@Tala142414250u1)outmook.com@Tala14241425 ;e ol il Saal

Go gle "@]lutlook.com” X EH

https://creamas.org » uploads » 2016/03 » Duplas... ¥ PDF
Duplas_JB

Diana Bolarnos diana.bolanos@Ilutlook.com. |l Voley. Maria Alexandra Sanchez-Manrique
Zevallos alelegustaelpollo.13@hotmail.com. Il Voley. Reyna Cavero.



Google

"rzmbler.ru” X

https://iwww.list-org.com » company ¥ Ocbl 6eTTi aygoap

000 "KOHA-TPEMA", NHH 9723052159 - List-Org

OOM 1,.. TenedoH: E-mail: ekatzem@rzmbler.ru. Caiit: PekBuanTtbl komnaHun: MHH:
9723052159. KIMM: 500301001. OKIMO: 31382538. OMPH: 1187746635890.

https://www.list-org.com » company - Octl 6eTTi ayaap

HIT POL "3C", HH 7714402029 - List-Org

TenedoH: 8 (916) 572-92-54. E-mail: ekatzem@rambler.ru, ekatzem@rzmbler.ru. Canr: r-e-
s.ru. PekBnautel komnawun: MHH: 7714402029. KIM: 774301001.

https://vk.com » topic-89363615 316... ¥ Ochbl 6eTTi aynap
Pernctpauus | Tpesas BevepnHka Mocka | BKoHTakTe

2015 x. 07 win. — Lex-xxI-555@rzmbler.ru. Hpaeutca [NokasaTb CMMCOK oLeHMBLUKX. HaTanus
KpacaeuHa 31 aer 2015 B 21:57 - Nskrasavina@mail.ru. Hpaeurcs ...

https:/iwww.medlit.ru » onk100523 ~ Ocbl 6eT1Ti aygap
Poccuinckuin oHkonornyveckum xypHan Ned 2010 ctp. 23

LUiBapoea A. B. — kaHa. Meq. HayK, CT. HAy4. COTpP. XUpyprudeckoro ota-Hus Ne 3; 115428,
Mockea, Kawwupckoe wW., 24; e-mail:a.shvarova@rzmbler. ru. JIEMEHWE ...



Google

"@rgmbler.ru” X R

https://star-pro.ru » krasnodarskiy-kray ¥ Ocel 6eTTi aygap

KoHTpakT 223110396/7816000004 - KanutanbHbIA PEMOHT ...

... KOHTaKTHble JaHHble: 7-861-2310979, 7-861-2344308, 8-861-2310979, rustexstroiug@mail.ru,
rustexstroi-yug@rambler.ru, rustexstroi-yug@rgmbler.ru ...

https://synapsenet.ru » organization ~ Ocbl BeTTi aygap

OO0 "PYCTEXCTPOW-KOI 88", KpacHomapcKuii Kpaii ...

rustexstroi-yug@rqgmbler.ru - ustexstroi-yug@rambler.ru - rustexstroi-yug@rambler.ru. o
AanHeim EIMPHOJI opranunsauna OO0 "PYCTEXCTPOW-HOI" 88" ...

https://www.list-org.com » company ¥ Ocbl 6eTTi ayaap

00O "PYCTEXCTPOW-OT 88", HH 2312195609 - List-Org

O komnaHuK ykazaHo: e-mail: rustexstroi-yug@rgmbler.ru TenedooH: 8 (861) 231-09-79.
3akaz4uk: 'BY3 "CKOMB" (MKO: 22311022836231101001).

https://kontragent.pro » organization ~ Ocbl 6eTTi aygap

MBY OOMNOJNHUTEJIBHOIO OBPA3OBAHUNA "LIEHTP ...

HwkHun Hoeropog, yn. KomuHtepHa, a. 250. TenedoHsbl, +7 (831) 273-15-03, +7 (81327) 3-15-
03. @akchl, +7 (831) 273-15-03. Email, cdi-sormovo@rqgmbler.ru.



Catch-all address

* https://support.gcoogle.com/a/answer/2685650

* nonexistentl @yourdomain.ltd => catcher@yourdomain.ltd

* nonexistent2@yourdomain.ltd => catcher@yourdomain.ltd

» dsfghkjergkwergdhfgsdf@yourdomain.ltd => catcher@yourdomain.ltd


https://support.google.com/a/answer/2685650

Final results

e Catch-all address was active for 6 months
e Catched 6000+ messages

Inbox ® 1311/ 1660 hd Inbox

Subscriptions 4691 Subscriptions

Social 411 = Social




Bkl nony4mnun 3To NUCbMO, MOTOMY YTO NoYyTa gauhar******@******* ykazaHa Kak
pesepBHasa And gauhar****@mail.ru. ECnn KTO-TO yKasan BaLly no4vty no owmndke,

OTNULLNTECH OT YBEAOMITEHWIA.

Bxo[ ¢ HOBOro yCTPOWCTBA B aKKayHT
gauhar*****@mail.ru



IIpoToxo.a pazdoopa cirydasi 3a001eBaHus TY0epKYJae30M Mo I[b r =% ==x*%%=*

** **.2020rox.
1. DI, Frrrrrrrrmirins —

3 2 g];ec HAAAAAAATARTIT AR AR AR R R TR TR TR _

4. Mecto paboTsl (ampec paboTEI) *****
5. Yucro, MecsI1l, ToJi yCTPOICTBA B yUpeKIeHHe

6. IIpoxomnn (a) mpu odopmiIeHHH Ha padoTy (arooporpaduio TpyaHON KIETKH (IaTa M HOMEpP
$arooporpayyer) — TyonHduuupoBaHa, mociaensss npoba P-Marty or **.**.2020r. pes- mamyia

FEMM.
7. IIpodreccus; ¥ #HHawsdcddk

8. JmnarHo3: HuaduasTpaTHBHBbIA TYOepkyae3 Jerkax MbT+, 1B rpynma JEcmaHCcepHOro ydera
4kateropus. HoBEIA cayaai.



khkkhhkhdkhhdkkhik khkkhkdkhkrhhihikx



Reconciliation report, payment invoice. SF and AVR within an hour.

| Ai = Z, @gmail.com
| 1 recipient:

Folder: Inbox




flip

3ApaBCcTByUTE,
3aka3 N2 — oTOB U HAaXO4WUTCA B NYHKTE BblAd4YW 3aKa30B.

Mbl xaem Bac no agpecy: r. Aktobe, ya. 101 cTpenkoBol bpuraabl, 4oMm 7 7 (OTAENbHBbIN
BXOA C Y/I1Lbl, HANPOTUB pacnosioxeH «CoepbaHk»)

Pexxnum paboTel: NMoHeaenbHUK - natHMUa ¢ 10 go 20. Cy6boTa - BockpeceHbe ¢ 10 go 20,
obeaeHHbIM Nepepsis ¢ 14 a0 14:30.

, MPOCHUM Bac NoOAYy4YnNTb 3aKas3 40

Bcero Bam gobporo!



[lokymeHTbI No ucky baHka k TOO

o 1 recipient;

Folder: Inbox

de



34paBcTByUTe

[lo Bawei npocbﬁe Mbl OTMNpaBiiAemMm BamM Ball JTOTWMH W MNMaporib 4514 AOCTYNa K aHKETE:!

JToruH: 76¢
[Maponk:

3anoMHUTE UMK 3anuLunTe UX, MHa4ye BaM NpUAETCA co3aaBaTtb HOBYK aHKeTY. V1 NorH 1 naponb
MOXHO M3MEHUTb B HACTPOWKaX aHKeTLI Ha cauTe.
Homep Bawen aHkeTsl, ID: 76

BoccTaHoeneHune AOCTYyNa K aHKeTe BO3MOAKHO TOMNBKO MNMpU COXpaHeEHHOM W NogTBepAHdeHHOM apece

SJ'IE!I{TPDHHDIH MOMTEI. |-|IIE:I}I{EEIJ'I‘J,r"ln-"g‘lIIIZTEEIT CDDGLIJ,HTE HaM, eCrni Bel He 3anpaleant nony4eHnAa atoro nucema.

Cucrtema BesonacHocTy,
[TpoekT FreedomSex



llaTa 06pameu Hs Jdara pe_n|;.yc.n)-ru :

®.H.0O. naunenrta
Hdara poaenue :

N MCUICA0EAHHE

Aapec :
Ne pecaeaosanne : GL I— -
Y - TOO (koBua) Hanpasii Bpau :

Heeaeoosanue memooom IHLIP Memoo PCR(Real-Taim) )
Ne Haumenosanmne uccaea10BaHns Pe3vabrar Hopma dusuonornueckas
1 Coronavirus SARS-CoV2 (COVID 19 ) PHK A OTpHuare/bHoO OTpHuaTeIbHbli

Heereooeanue 6ulnoani™



Questions?



Thank you for your attention!



